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Executive Summary

QR codes have become an everyday con
websites, mobile payments, app downloa
the very simplicity that makes QR codes
for cybercriminals. A new wave of scams—
exploits this technology to trick users it
information, downloading malware, or mc

One of the most common and dan
parking or payment QR codes, where fr
codes on parking meters, charging statioc
users, believing they are paying for a
website and unknowingly hand over sen

This whitepaper explores how these ¢
individuals and businesses, and the strate



1. Introduction

QR codes (Quick Response codes) have
mainstream tools, especially since the COVID
toward contactless interactions. They are

e Restaurant menus and ordering

e Event check-ins and ticketing

e Parking and transport payments

e Public health campaigns

¢ Business marketing and promotions

Global adoption has made QR codes fal
Unfortunately, cybercriminals exploit this tru
QR codes without a second thought.

In 2025, QR codes have become both a
cyber battleground. Once seen as harmile
check-ins, they are now being weaponlzed ini
Attackers use “quishing” (phishing via Qf
pages, payment portals, or malware do
stickers over legitimate codes or embedding
that bypass filters and look genuine to the
you can't see the destination until after scai
hand over your data, install spyware, or rec
public spaces, retail, and finance, these thi
defenses can keep up. The good news is tf
dramatically reduce the risk: check the ¢
that preview links, and never allow unneces
app installs. For businesses, branding QR c:
and training employees against quishing
security. In short, QR codes remain incr
should come with a quick moment of cau
could be a cyber trap in disguise.



2. The Anatomy of a QR Code Scam

Unlike phishing emails or suspiciot
detect because the information the
Common techniques include:

a. Fake Parking/Payment QR Codes
e Fraudsters print realistic QR code

meters, EV-charging stations, or po
Scanning the code redirects vic
resembling a council, utility, or vendo
Victims enter card details or pay,
transaction.
Criminals harvest financial data o
accounts.

b. Package and Delivery Scams
» Unsolicited packages arrive with en
“scan to see who sent the gift” o
¢ Scanning directs users to malicio

c. Social Engineering and Messaging

e Text messages or emails inclu
needed (e.g., “Your parcel is waitini

e Scanning bypasses suspicion thc
displayed outright.

d. Sticker Overlays
e Fraudsters apply adhesive QR
transit signage, or advertising boar
* The altered code routes users to p
destination.




3. Why This Scam Works

Several psychological and technical facto

1.Visual trust, QR codes look neutral, no
2.Hidden content, URLs are not visible ul
3.Urgency & authority, Phrases like “pay
human tendency to prioritise urgency.
4.Ubiquity, QR codes are everywhere, from
ins, normalising their use.
5.Low cost for attackers, Printing stickers or
requires minimal resources.

Visual trust

QR codes look neutral and technical. Peog
in the same way they do suspicious emails
white square carries an appearance of leg
placing malicious QR codes on posters, |
A victim scanning the code sees only a ne

Hidden content

Unlike an email link, where you can hover ar
their destination until scanned. This give
QR code can redirect to a fake banking logil
fraudulent payment portal. Victims often real
Fraud reported cases where drivers scanne:
redirected to cloned payment websites, s

personal data.

Urgency and authority

Fraudsters often pair QR codes with urgen:
now to avoid penalty” or “confirm pqyrh_e’f
People under stress skip verification. In one |
received fake letters from energy provider.
“confirm account details” to avoid service
brand and the urgency of the message madk

Ubiquity
QR codes have become part of daily life. The

car parks, and healthcare facilities. This cor
scanning without question.



During the pandemic, QR codes were used
vaccination bookings. Criminals took ad
codes near official notices, knowing that peoy
questioned their authenticity.

Low cost for attackers

Running a QR code scam is cheap. A frauc
online, print stickers, and place them strategico
sophisticated malware campaigns, this re
infrastructure. In one case, attackers placed f
charging stations, tricking drivers into enter
The total investment for the attackers was
was significant.

4. Risks and Impacts
The consequences of falling victim to a QF

¢ Financial Loss: Fraudulent transaction:
drained accounts.
¢ Identity Theft: Harvested personal dat
logins) used for fraud.
* Reputational Damage: Businesses whose s
customer trust.
e Malware Infections: Malicious links can
downloads.
» Operational Disruption: For municipaliti
scams at parking or charging stations ¢

Reports of QR code fraud in the UK grew b
2023/24 t0 1,386 cases in 202425 (Action Fr:
2025).



5. Real-World Examples

ls have warned drivers about
rs placed on parking meters,
ns to fraudulent payment portals.

eceived QR codes embedded in
nt reset” notices. Scanning led to
credential theft.

- *:»'ygarned about unsolicited
- include QR codes, linked to
malicious websites.




6. Prevention and Protection

To mitigate the risks posed by
must adopt proactive measu

For Individuals

e Verify the source: If possi
instead of scanning public
Inspect physical codes: |
labels, or codes placed
Preview URLs: Many phones
before opening it. Check
Be sceptical of urgency: Ti
caution.
Report suspicious codes:
bank if you encounter or |

For Businesses

¢ Secure signage: Regularly
and posters.

» Educate customers: Post
scans for payment unless tt

e Monitor branding: Ensure
spoofed websites linked

e Deploy safer alternatives: E
machine-integrated pay

Parking for C o

L= payDyphone_co.uk/business

809508

i paybyphone



7. Conclusion

QR codes are here to stay, offering conve
increasingly digital society. However, the
vector for cybercriminals. The new wave
parking and payment codes, demonstrai
urgency, and hidden content to commi

Awareness, vigilance, and proactive def
educating the public, hardening busin
safeguards, society can continue to be
falling prey to its darker side.
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